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Abstract 
With the rapid development of large-scale aircrafts in our country, health monitoring of large structure is getting 
more and more important. Bolts are devices which permit one part to be joined to a second part and, hence, they 
are involved in almost all mechanical designs. Bolt joints are allowed disassembly easily for inspection and repair. 
However, unexpected loosening of bolts may cause great damage to machines and people concerned. So it is 
necessary to keep those important bolts in monitoring mode. The big bolts on the roof of a hydropower are as 
important as those in an airplane. The damage caused by a hydropower station is almost as serious as an air crash. 
In this paper, a new sensing method of big bolt loosening on the roof of a hydropower station based on RSSI factor 
is proposed. A system is designed where 32 RFID tags are distributed uniformly around a big bolt. A sleeve covers 
these tags and one or two tags’ signal can be received by the RFID reader at one time through the opening in the 
sleeve. Comparing the Received Signal Strength Indication (RSSI) factors at the loose state and the tight state, the 
bolt’s rotation angle can be calculated. To testify the system, an experiment was carried out in the laboratory. The 
result confirmed that the system and the method were suitable in this situation. 
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1. Introduction 
Bolt joints, a common component of large-scale steel equipment and structures, are widely used 
in aeronautic, civil, mechanical, chemical, and other industries. [1] Vibration can cause the 
loose of bolts and thus leads to great loss if not re-tightened timely. So it is necessary to keep 
important bolts under monitor state. At present, bolt loosening is mainly judged by bolt 
fastening force testing, primarily through the torque wrench method or ultrasonic detection 
method. RFID is a kind of non-contact automatic identification technology. A typical RFID 
system is composed of a reader and a tag. It identifies targets and accesses relevant data through 
radio frequency signal. And the Received Signal Strength Indication (RSSI) represents the 
opposite area between the reader and tag in a certain transmitting distance. Applying RFID 
technology to bolt loosening monitoring can realize automatic alarm if bolts get loose and watch 
the angle that the bolt rotates at any time. 

2. RFID Technology Introduction 
A typical RFID system usually consists of an information service center, a reader and a tag. [2] 
The tag is comprised of an antenna, a chip and a coupling coil. When the tag is in the effective 
area of the reader and is not obscured by other objects, the reader identifies the tag and accesses 
the information it carries. The reader then transmits the data to the information service center 
for further processing. [3,4] 
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Figure 1. 

RSSI is the relative received signal strength in a wireless environment, in arbitrary units. [6] 
RSSI is an indication of the power level being received by the receive radio after the antenna 
and possible cable loss. Therefore, the higher the RSSI number, the stronger the signal. As early 
as 2000, researchers were able to use RSSI for coarse-grained location estimates. More recent 
work was able to reproduce these results using more advanced techniques. Nevertheless, RSSI 
does not always provide measurements that are sufficiently accurate to properly determine the 
location.  
CC1101 is a low-cost sub-1GHz transceiver designed for very low-power wireless application. 
The circuit is mainly intended for the ISM (Industrial, Scientific and Medical) and SRD (Short 
Range Device) frequency bands at 315, 433, 868, and 915MHz, but can easily be programmed 
for operation at other frequencies in the 300-348MHz, 387-464MHz and 779-928MHz bands. 
When CC1101 works at RX mode, the RSSI value can be read continuously from the RSSI 
status register until the demodulator detects a sync word (when sync word detection is enabled). 
At that point the RSSI readout value is frozen until the next time the chip enters the RX state. 
The RSSI value is in dBm with 1/2dB resolution.   The RSSI update rate, fRSSI depends on 
the receiver filter bandwidth and AGCCTRL0.FILTER_LENGTH. [7] 
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If PKTCTRL1.APPEND_STATUS is enabled the last RSSI value of the packet is automatically 
added to the first byte appended after the payload. 

3. RFID Hardware Design 

3.1  RFID Reader Design 
As shown in Figure 2, the RFID reader consists of a wireless transceiver module, a radio 
frequency module and a power supply. The wireless transceiver module consists of an MCU 
and wireless transceiver chip, which is responsible for communication between the radio 
frequency (RF) chip and MCU chip, controlling the RF chip to realize communication between 
the reader and tag and tag transmitting data through the antenna. The RF module is made of the 
RF chip, balancing transformer, operational amplifier, low pass filter, and directional coupler, 
which is used to process RF signals and transmit data to complete RFID tag reading data 
operation. 
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Figure 2. 

3.2  Passive RFID Tag Design 
The RFID tag in the system depicted above has the advantages of long reading distance (4m) 
and high reading rate (response time is of 2.5 ms) at an ultra high frequency of 850–950 MHz. 
It also needs no external power supply, allowing for low cost and low power consumption. As 
shown in Figure 3, a passive RFID tag is comprised of several parts: the power recovery circuit, 
voltage stabilizing circuit, backscatter modulation circuit, demodulation circuit, clock signal 
generating circuit, initial signal generating circuit, reference source generating circuit, control 
unit and memory.  

 
Figure 3. 

3.3  Active RFID Tag Design 
The active RFID tag has a power module. As shown in Figure 4, it is compromised of an MCU, 
a radio frequency transceiver module and a wireless receive module. The MCU realizes the 
configuration of radio transceiver module, the processing of received and sent information, the 
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response of comparator and timer interrupt, and the rewriting of FLASH content. The radio 
frequency transceiver module adopts GMSK modulation mode to encode and decode, receive 
and transmit the signal. The wireless receive module is connected to the comparator and make 
the MCU interrupt and charge the power circuit through the voltage-doubler rectifier circuit. 

 
Figure 4. 

4. Bolt Loosening Monitoring System Design 
In some cases, the bolts are very big, for example, the bolts on the roof of the hydropower 
station. The system proposed in this paper is able to detect the angle that the bolt rotates. As 
shown in Figure 5, 32 RFID tags are distributed uniformly on a sleeve and the sleeve rotates 
with the bolt through profile connection. Another sleeve covers these tags and one or two tags’ 
signal can be received by the RFID reader at one time through the opening in the sleeve. 

 
Figure 5. 
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At the beginning state, only one tag’s signal can be received by the reader and the number of 
this tag is 0N . The angle between the tag 0N and the reade 0 and the received signal strength 
indication (RSSI) 0A are recorded. When the bolt gets loose, only tag N or both tag N and tag 

1N  can be read. If only tag N is read and the RSSI is 0A in theory, the angle the bolt rotates 
can be identified referring to the database. If both tag N and tag 1N  are read, as shown in 
Figure 7, and the corresponding RSSIs are 1A and 2A ( 0 1 2A A A  in theory), the angle the bolt 
rotates can be calculated  

 
Figure 6.                Figure 7. 

 

5. Experiments 
To testify the method proposed in this paper, both passive and active RFID experiments 
were carried.  

5.1 Passive RFID Experiment 
Passive RFID experiments were designed as shown in Figure5-Figure7. At the beginning, 
only Tag1 could be read, RSSI was about 0x57. When the bolt got loose, RSSI of Tag1 
got smaller and smaller and RSSI of Tag2 increased gradually. When the bolt got so loose 
that only Tag2 could be read, RSSI of Tag2 was about 0x54.The corresponding RSSIs of 
Tag1 and Tag2 were listed in Table 2.  
 
 
 

RSSI Tag1 Tag2 
1 0x57 0 
2 0x50 0x05 
3 0x39 0x20 
4 0x23 0x32 
5 0x12 0x40 
6 0x02 0x58 

 
Table 2. 

5.2 Active RFID Experiment 
Active RFID experiments were carried out in the laboratory to test the result of the design. 
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To simplify the experiment, only one pair of CC1101 modules was used. As shown in 
Figure 7, the receiving CC1101 module was connected the computer and the RSSI can be 
shown on the screen. The transmitting CC1101 module was powered by a portable 
battery.  The big bolt was simulated by a metallic cylinder and it was put on the same 
line with the two modules. The RSSI value changed with the changing of the angles 
between the transmitting module and the cylinder. When the transmitting module was 
completely obscured by the cylinder, the RSSI value was about 0x14. The RSSI value was 
0x21 when the angle was 15°. The RSSI value increased to 0x28 when the angles was 
45°. 

 

Figure 8. 
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0° 0x14 0x14 0x14 0x14 0x13 
10° 0x17 0x16 0x17 0x17 0x15 
15° 0x21 0x20 0x21 0x21 0x19 
30° 0x23 0x23 0x24 0x23 0x24 
45° 0x28 0x2A 0x28 0x28 0x28 

Table 1. 

6. Conclusions 
The system was confirmed that it can work well when the bolt rotates at a relatively big 
angle. The sensitivity of the system was not very high, but it is sensitive enough to alarm 
before the emergency happens.  
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