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Abstract 

Security X-ray inspections in the field are especially challenging, as all factors of the inspection cannot be 

anticipated and largely remain unknown during the inspection itself. The location is determined only when the 

operator is called on to conduct an inspection, the approach may be difficult and the conditions far from the ideal. 

The article will review the main requirements of a security field X-ray inspection and how Digital Radiography 

(DR) portable systems facilitate these needs. A special review will concentrate on the role of Dual Energy X-ray 

imaging for organic/inorganic detection and its special role security inspections. It is common to assume that high 

level NDT X-ray knowledge leaks into the security X-ray field. We want to present a rare example in which the 

opposite occurs.  A case study of material separation (water vs. adhesives) in Aerospace NDT, based on the Dual 

Energy technology, will be shortly reviewed. 
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1. Introduction 
Digital radiography takes its place in all X-ray fields and is no longer a niche market. Despite 

varying work conditions and requirements, this technology offers best quality imaging for all the 

different uses. This article will focus on security applications in which digital X-ray is required 

and used. Typical security X-ray inspection fields include explosive detection and bomb 

disposal, forensic investigation, customs and border control, VIP security and transport security.  

 

Each security application brings with it, its own challenges. Digital X-ray can be used for 

security purposes in various locations and settings, from hard terrain war zones, to crowded 

urban settings. This article will show selected examples of using portable digital X-ray as a 

solution for security inspection in the field. We will discuss the difficulties and show how they 

were resolved. A special review will concentrate on the role of Dual Energy X-ray imaging for 

organic/inorganic detection, as this capability plays a special role in detecting explosives 

(bombs) or drugs (contraband), which is important to many security applications. To conclude, 

we will show examples of how knowledge acquired in security digital X-ray has leaked into 

NDT field X-ray inspections. 

 

2. The Security Challenge 
Whether a bomb technician, VIP security staff, a forensics investigator or a customs controller, 

security X-ray inspectors are mostly up against the unknown. The true wish of the security 

operator is not to find anything…but on the other hand, they cannot afford to miss anything. 

Working conditions are far from ideal – the location in only found out when an inspector is 

called to action. The inspection may take place in harsh terrain, where it is hard to approach, 

among crowds of people and with no electricity available. 
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The element of surprise is an integral part of the security X-ray inspection and the operator has to 

make the most of what he has. The content of the inspected object is unknown and might be 

dangerous. In the case of explosive or contraband detection, whoever created the object, wants 

the unknown to remain undetected. Time is critical! The inspection need to be fast and yet 

detection must be accurate in order to maintain safety for the operator and his surroundings.  

 

X-ray helps security operators look inside the suspect object. Decisions need to be taken on the 

spot and correct decisions may prevent loss of life! Digital radiography brings with it immediate 

images of the highest quality. Portable digital X-ray equipment enables flexible and quick setup 

in any location, safe inspection from a distance and battery operation for long periods of time. 

Security operators have never before had such a cutting edge tool to assist in their important 

work, maintaining safety for the operator and the public and achieving a high security level as 

fast as possible. 

 

3. Security Applications 
Many security applications share the above mentioned challenges and make good use of portable 

digital X-ray systems for their inspections. The working conditions, inspected objects and 

detection requirements however vary. The following is a review of the various applications and 

X-ray inspection examples. 

 

3.1 EOD/ IED 

EOD – Explosive Ordnance (sometimes referred to as UXO – unexploded Ordinance) means 

unexploded shells that can be found after a military training or in a war zone. These shells can be 

found in rough terrain where the military tends to terrain or in your back yard (World War II 

leftovers are found all over Europe).  

 

Simply blasting away these items is just not safe. Armies can also save on ammunition cost if 

untriggered shells are re-used for training. The purpose of the inspection is to find out if the EOD 

has been triggered or if it has the structure that might indicate the use of chemical warfare (such 

ammunition was already in use in WWII). If it has not been triggered, or no liquids can be 

detected in it, then it can be safely removed from the location in which it was found.  
 

 
Figure 1: 155m shell X-ray, triggering mechanism clearly seen 

 



 

 

 

 
Figure 2: Missile with glass bottles, liquid seen inside 

 

Inspecting such ammunition is a delicate procedure. The security operator has to prepare an 

approach for the X-ray equipment very carefully with minimal movement to the object (just last 

year bomb techs in Germany died in an explosion of an UXO while they were preparing it for 

inspection). The inspection itself is also best conducted from a safe distance. The operator needs 

to approach the suspect item only one time with a portable digital X-ray system, set the digital 

imager and X-ray source down-range near the bomb shell and then he can conduct the inspection 

from afar with cables or wireless communication. 

 

The X-ray equipment used needs to penetrate the thick steel shell in order to see the unseen in an 

EOD. The trigger is relatively small, and its movement from “untriggered” to “triggered” 

position is minimal. High penetration, excellent image resolution and image enhancing tools 

software that is available with digital radiography are required for exact analysis. 

 

IED – improvised explosive device (sometimes referred to as IEDD) is another challenge that the 

bomb tech needs to face. These devices can be made out of anything! Even the Internet offers 

videos of “how to make a bomb at home”. Terrorists use IED’s to terrorize the public. Criminals 

use IED’s too. They can be made of bags, cell phone and also a used bomb shell. The nature of 

the inspected object is therefore unknown. Their location is also known only at the last minute 

and even then, the bomb tech does know if he is facing only a potential bomb or also a hostile 

person on site.  

 

Even one flight of steps can make the bomb tech’s approach to the suspect item a real challenge. 

Approaching the suspect item without free hands to carry a weapon for one’s defense is highly 

dangerous. Security staff of large events has to cope with discreet approach through a large 

number of people (they do not want to create panic). The solution – portable digital X-ray 

systems in backpacks.  Another way to increase operator safety in IED inspection is approach 

with robots. The most advanced digital X-ray systems can integrate and operate with the most 

popular ROV’s (remote controlled vehicles) of the security industry. 
 



 

 

 
Figure 3: Vidisco RayzorX system on Talon Quinetic ROV 

 

 
Figure 4: X-ray Image of Captured Suicide Vest 

 

Unlike the EOD, where the position of the detonator can be expected, in the IED the structure of 

the item is unknown. The inspection is therefore more complicated, the entire object needs to be 

reviewed. As explosives are of organic nature, an image that can differentiate between organic 

and inorganic materials (a so called Dual Energy image) can help facilitate fast analysis of an 

IED and assist in correctly disposing of it.  
 

 
Figure 5: DVD IED - regular X-ray (left) and Dual Energy (right) 

 



 

 

The purpose of IED inspection is first and foremost to dispose of it and restore safety in the 

location where it was found, but intelligence purposes (to learn more about the people who built 

the IED and their mode of operation) are also served. X-ray inspection may allow for 

neutralizing an IED and removing it to a lab for further investigation. 

 

3.2 Fighting Contraband and Smugglers  

It is the job of customs and border controllers to detect smuggled goods, explosives or drugs, 

while keeping the border post operational and the traffic through it flowing. Another 

consideration is to avoid legal action claims following a customs inspection. Customs authorities 

also conduct ambush inspections in cross border main roads to keep the entire border clean and 

to collect customs fees along its route. For these purposes, portable X-ray systems come in 

handy. 

 

Instead of dismantling the item inspected (a vehicle in a border crossing for example) and risking 

insurance claims, the X-ray can help detect smuggled goods in all the cracks and crannies. The 

set up is fast and can be conducted anywhere (in the border station or on the side of a main road). 

Inspection is quick with immediate images enabling immediate knowledge if action need be 

taken (demand payment or even make arrests); traffic disturbance is all the while kept to a 

minimum. 

 

   
Figure 6: Car Wheel Inspection - Setup (left) and dual Energy X-ray (right) 

 

Once again the ability to create Dual Energy X-ray images that show the difference between 

organic materials and in organic metals is helpful in this application. Explosives and drugs are 

organic, so if an organic substance has been detected in an X-ray inspection, the chance that this 

is a case of border security (explosives), criminal activity (drugs), or customs violation 

(smuggles contraband) is significantly increased.  

 

4. Dual Energy 
Dual Energy X-ray images have already been mentioned in this article. This technology plays an 

important role in increasing the probability of threat detection in various security applications, as 

has already been demonstrated. The essence of this technology is showing the difference 

between organic substances (indicated in Orange coloring) and in organic substances (soft 

materials such as glass are shown in green hues, whereas hard inorganic materials such as metals 

are indicated in shades of blue). This differentiation is enabled by taking X-ray images in various 
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energy levels (at least two – hence the name Dual Energy) and comparing density in order to 

deduct if a material seen in an X-ray image is organic or inorganic. 

 

The origin of this technology is in airport security. X-ray machines have a large part in this 

security routine. We all know these machines from the airport and have seen the orange/blue like 

images they produce when we put up our suitcases or hand bags for inspection before a flight.  

The immovable X-ray machines we have all seen produce Dual Energy images typically by 

using a single X-ray source that generates X-rays in an energy range of 140 to 160 kVe and an 

operating penetration of 31 mm (~ 1.2 inch) of steel equivalency. The technology we all know 

from airports is stationary. Vidisco Ltd. was the first company to bring Dual Energy into portable 

digital radiography systems in 2004, introducing this technology in combination with its 

amorphous Silicon flat panel imagers.  

 

4.1 Improved Dual Energy Results due to Penetration 

For the first time Dual Energy was possible with higher energy levels (270kV with XRS-3). With 

increased energy came increased penetration. Today, Vidisco systems enable 80 mm of steel 

penetration with X-ray imaging. The amorphous Silicon detectors enable imaging of 14-16 bit 

dynamic range and 3.5 lp/mm resolution.  

 

4.2 Probe Function 

Vidisco not only brought Dual Energy into the portable X-ray world, it also improved the 

technology by introducing the “Probe” software function. In contrast to the need to penetrate thin 

and transparent layers at airports (suitcases and similar soft cover items), Dual Energy can be 

used for true “probing” behind a thick external layer in other security applications (as already 

discussed). “Probe” enables “peeling off” the external layer of an object being inspected and 

looking beneath it. This is important in cases where a metal container (inorganic) contains and 

organic material (explosives/drugs). In the original Dual Energy image the container will be 

portrayed in blue coloring. But once the external layer is “removed” with the software (by a 

simple click on the Probe button and a click on the region of interest in the image) the Orange 

hues of the explosives can be clearly seen. 
 

 
Figure 7: Dual Energy X-ray of RPG: Before (left) and After (right) "Probe" 

 

Another innovation introduced by Vidisco in 2008 is the ability to create Dual Energy images 

with pulsed X-ray sources. The XR-DE Plus module is compatible with all Golden engineering 



 

 

portable pulsed X-ray sources. This unique ability increases the use of Dual Energy X-ray 

inspections in the field, because the robust portable pulsed X-ray sources can be placed for 

inspection anywhere.  

 

With the above mentioned capabilities, there is no need to compromise on X-ray image quality 

when using Dual Energy X-ray. This means that X-ray operators have the ability to detect 

hairline cracks alongside the capability of organic/ inorganic material differentiation – which the 

following example will illustrate. 

 

4.5 Dual Energy in NDT- A Case Study 

A common type of NDT inspection in the Aerospace industry is the use of digital radiography in 

order to inspect honeycomb structures (composite materials). The intactness of these structures 

in various aircraft parts is important to the safety of flying these machines. The structure of the 

craft must be undamaged so that it can safely withstand the pressure of flight without being torn 

apart. These parts are therefore inspected carefully for various defects during production and also 

as part of maintenance routines. If a defect is detected the part can be repaired (and then 

inspected again) or must be declared faulty and disposed of.  

 

One of the defects in a honeycomb structure can be caused by water penetration in it. Water, 

which freezes and expands in high altitude, causes separation of the structure that leads to 

instability and lack of strength. Such a part needs to be repaired - Following the detection of 

water in the damaged area, the “skin” is punctured in order to evaporate or drain the water. In the 

next stage, the damaged area is sealed with one of several types of epoxy, some organic and 

others inorganic. After this repair procedure, the part needs to be inspected again. 

 

A problem arises in repeat assessments. In most cases the epoxy’s density is very similar to that 

of water. Thus, it is difficult to conclude whether the material being viewed is epoxy or water. To 

resolve this problem, Vidisco developed an algorithm based on Dual Energy techniques which is 

capable of distinguishing between water and a wide range of epoxy sealants.  When using this 

special software feature to analyze an X-ray image, water clearly shows up in red (while other 

sealants will remain grey). 
 

 
Figure 8: X-ray Image which Indicates Water in Honeycomb Structure 

Water 



 

 

5. Security X-ray Knowledge Leaks into Field NDT Inspections 
The various challenges of security X-ray inspection have dictated the development of portable 

X-ray systems. Such systems have been in use worldwide for over 20 years for security 

applications, providing fast setup and excellent images in various conditions. These advantages 

come into use also in field NDT X-ray inspections. Whether pipes in a refinery, on-aircraft on-

site inspection, shipyard weld inspections during production or an artifact in a museum or 

archeological site; all these items require quick NDT inspection outdoors, in hard to reach areas, 

sometimes in harsh conditions (no electricity on site) and with minimal or no moving of the 

object. Portable digital radiography systems are ideal for such NDT field inspections. 

 

The example of Dual Energy, in which a particular technology, which has been developed for 

security purposes and is now beginning to show purpose in NDT has been mentioned above. 

Another such example is the 13 mm thin amorphous Silicon RayzorXPro imager. In order to 

achieve the thin dimensions of this panel, the electronic components were located to the side of 

the imaging area. This panel has proved especially compatible for high energy NDT inspections. 

Due to the location of the electronics on the side, the panel can be easily shielded for high energy 

X-ray and still maintain a long life time. The imaging area however is not shielded, so 

penetration capabilities (of 70mm of steel) are maintained. This panel has also proven to have an 

excellent signal to noise ratio, which makes it especially suitable for NDT testing. 

 

 
Figure 9: Thin panel (left) and Shielding Drawing (right) 

 

6. Summary 
The accumulation of 20 years of experience and research in the area of Security X-ray has 

produced top-quality devices initially developed for specific security needs. These devices and 

tools have already contributed significantly to several areas of NDT X-ray.  

 

The X-ray inspection industry (both Security and NDT) is rapidly shifting towards DR and 

portable DR. Today, the exchange of know-how and data is becoming increasingly reciprocal 

between the two fields. There is no doubt that the extensive expertise acquired in the area of 

Security, with the constant competition between inspectors and hostile factors creating ever 

rising demands and quality in this field, can and will make an even greater contribution to NDT 

in the near future. 


