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Abstract 

A process control system deals with disperse information sources mostly related with operation and maintenance 
issues. For integration purposes, a data collection and distribution system based on the concept of cloud 
computing is proposed  to collect data or information pertaining to the assets of a process plant from various 
sources or functional areas of the plant inc1uding, for example, the process control functional areas, the 
maintenance functional areas and the process performance monitoring functional areas.  
 
This data and information is manipulated in a coordinated manner by the cloud using XML for data exchange, 
and is redistributed to other applications where is used to perform overall better or more optimal control, 
maintenance and business activities. From maintenance point of view, the benefit is that information or data may 
be collected by maintenance functions pertaining to the health, variability, performance or utilization of an asset. 
 
The end user, i.e. operators and maintainers are also considered. A user interface becomes necessary in order to 
enable users to access and manipulate the data and optimize plant operation. Furthermore, applications, such as 
work order generation applications may automatically generate work orders, parts or supplies orders, etc. based 
on events occurring within the plant due to this integration of data and creation of new knowledge as a 
consequence of such process. 
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1.  Introduction 
 
Process control systems, like those used in oil & gas industry, pulp & paper industry, or other 
processes, typically include one or more centralized or decentralized process controllers 
communicatively coupled to at least one host or operator workstation and to one or more 
process control and instrumentation devices, such as field devices. These devices, which may 
be, for example, valve, switches, and sensors, perform functions within the process such as 
opening or closing valves and measuring process parameters.  
 
The process controller receives signals indicative of process measurements or process 
variables made by or associated with the field devices and/or other information pertaining to 
the field devices, uses this information to implement a control routine and then generates 
control signals which are sent over one or more of the buses to the field devices to control the 
operation of the process. Information from the field devices and the controller is typically 
made available to one or more applications executed by an operator workstation to enable an 
operator to perform desired functions with respect to the process, such as viewing the current 
state of the process, modifying the operation of the process, etc. While a typical process 
control system has many process control and instrumentation devices, such as valves, 
transmitters, sensors, etc. connected to one or more process controllers which execute 
software that controls these devices during the operation of the process, there are many other 
supporting devices which are also necessary for or related to process operation.  
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These additional devices include, for example, power supply equipment, power generation 
and distribution equipment, rotating equipment, etc., which are located at numerous places in 
a typical plant. This additional equipment does not necessarily create or use process variables 
and, in many instances, is not controlled or even coupled to a process controller for the 
purpose of affecting the process operation, this equipment is nevertheless important to and 
ultimately necessary for proper operation of the process. In the past however, process 
controllers were not necessarily aware of these other devices or the process controllers simply 
assumed that these devices were operating properly when performing process control. In 
Figure 1, one can see a fan monitored with two accelerometers in such a way that the 
information generated by vibration can close the loop and couple the device into the control 
system. 

Figure 1. Monitoring of a fan and its integration to the control loop. 
 

Still further, many process plants have other software systems associated therewith which 
execute applications related to business functions (ERP) or maintenance functions (CMMS). 
In fact, many process plants, and especially those which use smart field devices, include 
equipment monitoring applications which are used to help monitor and maintain the devices 
within the plant regardless of whether these devices are process control and instrumentation 
devices or are other types of devices.  
 
Integration of maintenance information, management and monitoring is essential to close the 
loop of the process that is why CMMS systems have evolved. EAM (Enterprise Asset 
Management) are more sophisticated software than CMMS, [2]. These solutions usually 
enable communication with and stores data pertaining to field devices to track the operating 
state of the field devices. In some instances, the EAM application may be used to 
communicate with devices to change parameters within the device, to cause the device to run 
applications on itself, such as self calibration routines or self diagnostic routines, to obtain 
information about the status or health of the device, etc.  
 
This information may be stored and used by a maintenance person to monitor and maintain 
these devices. Likewise, there are other types of applications which are used to monitor other 
types of devices, such as rotating equipment and power generation and supply devices. These 
other applications are sometimes available to the maintenance persons and are used to monitor 
and maintain the devices within a process plant. In many cases, however, outside service 
organizations may perform services related to monitoring process performance and 
equipment. In these cases, the outside service organizations acquire the data they need, run 
typically proprietary applications to analyze the data and merely provide results and 



recommendations to the process plant personnel. While helpful, the plant personnel have little 
or no ability to view the raw data measured or to use the analysis data in any other manner. 
Figure 2 shows a flow diagram of the information produced when condition monitoring is 
outsourced and just a final report is recorded into the system. 

 
Figure 2. Typical process of outsourcing in condition monitoring. 

 
Thus, in the typical plants the functions associated with the process control activities, the 
device and equipment maintenance and monitoring activities, and the business activities such 
as process performance monitoring are separated, both in the location in which these activities 
take place and in the personnel who typically perform these activities. Furthermore, the 
different people involved in these different functions generally use different tools, such as 
different applications run on different computers to perform the different functions. In many 
instances, these different tools collect or use different types of data associated with or 
collected from the different devices within the process and are set up differently to collect the 
data they need. However there should be cooperation among different departments in an 
enterprise and between experts in their respective domain knowledge to succeed with the 
maintenance policy [14].  
 
Process control operators who generally oversee the day to day operation of the process and 
who are primarily responsible for assuring the quality and continuity of the process operation 
typically affect the process by setting and changing set points within the process, tuning loops 
of the process, scheduling process operations, etc. On the other hand, maintenance personnel 
who are primarily responsible for assuring that the actual equipment within the process is 
operating efficiently and for repairing and replacing malfunctioning equipment, use tools such 
as maintenance interfaces, the EAM application discussed above, as well and many other 
diagnostic tools which provide information about operating states of the devices  within the 
process. Maintenance persons also schedule maintenance activities which may require shut 
down of portions of the plant. For many newer types of process devices and equipment, 
generally called smart field devices, the devices themselves may include detection and 
diagnostic tools which automatically sense problems with the operation of the device and 
automatically report these problems to a maintenance person via a standard maintenance 
interface. 
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 Figure 3. Typical architecture of maintenance information system, 

 
Typically, maintenance interfaces and maintenance personnel are a real huge of data network, 
[5]; however it is located apart from process control operators, as you can see in Figure 3, 
although this is not always the case. In some process plants, process control operators may 
perform the duties of maintenance persons or vice versa, or the different people responsible 
for these functions may use the same interface. 
 
This lack of connectivity affects seriously the performance of maintenance function. Many 
applications are used to perform the different functions within a plant, i.e. process control 
operations, maintenance operations and business operations, not integrated, thus, and do not 
share data or information. In many cases, some of the tasks, such as monitoring equipment, 
testing the operation of devices, determining if the plant is running in an optimal manner, etc. 
are performed by outside consultants or service companies who measure the data needed, 
perform an analysis and then provide only the results of the analysis back to the plant 
personnel. In these cases, the data is typically collected and stored in a proprietary manner and 
is rarely made available to the plant personnel for other reasons. 
 
Due to the abundance of data analysis and other detection and diagnostic tools available in the 
process control environment, either in the plant itself or via outside service companies or 
consultants, there is a lot of information about the health and performance of devices available 
to the maintenance person which could be helpful to the process operator and the business 
persons. Similarly, there is a lot of information available to the process operator about the 
current operational status of the process control loops and other routines which may be 
helpful to the maintenance person. Likewise, there is information generated by or used in the 
course of performing the business functions which could be helpful to the maintenance crew 
or the process control operator in optimizing the operation of the process.  
 
However, in the past, because these functions were separated, the information generated or 
collected in one functional area was not used at all, or not used very well in other functional 
areas which led to an overall sub-optimal use of the assets within process plants. 



 

2.  Data fusion: A need in maintenance of processes 
 
A process control system includes a data collection and distribution system that collects and 
stores data from different data sources, each of which may use it own proprietary manner of 
acquiring or generating the data in the first place. The data collection and distribution system 
then makes the stored data available to other applications associated with or provided in the 
process control system or to applications associated with the data sources themselves for use 
in any desired manner. In this manner, applications may use data from vastly different data 
sources to provide a better view or insight into the current operational status of a plant, to 
make better or more complete diagnostic or financial decisions regarding the plant, etc.  
 
Thus, applications may be provided which combine or use data from previously disparate 
collection systems such as process control monitoring systems, condition monitoring systems 
and process performance models to determine a better overall view or state of a process 
control plant, to better diagnose problems and to take or recommend actions in production 
planning and maintenance within the plant. 
 
The diagnostic applications may generate measurement, control and device indexes pertaining 
to non-process variables, such as the health of a device. These equipment performance 
indexes may be determined from models calculating key performance variables, such as 
efficiency and cost of production. 
 
A process control expert may use these measurement, control and device indexes along with 
process variable data to optimize operation of the process. Using the disclosed data collection 
and distribution system, process variable data and non-process variable data may be 
combined. 
 
Likewise, the detection of a device problem, such as one which requires shutdown of the 
process, may cause business software to automatically order replacement parts or alert the 
business person that chosen strategic actions will not produce the desired results due to the 
actual state of the plant. The change of a control strategy performed within the process control 
function may cause business software to automatically order new or different raw materials. 
There are, of course, many other types of applications to which the fusion data related to 
process control, equipment monitoring and performance monitoring data can be an aid by 
providing different and more complete information about the status of the assets within a 
process control plant to all areas of the process plant, [7]. 
 
Referring now to Figure 3, a typical process control plant includes a number of business and 
other computer systems interconnected with a number of control and maintenance systems by 
one or more communication networks.  The operator interfaces may store and execute tools 
available to the process control for s including, for example, control optimizers, diagnostic 
experts, neural networks, tuners, etc. 
 
Still further, maintenance systems, such as computers executing the CMMS/EAM application 
or any other device or equipment monitoring and communication applications may be 
connected to the process control systems or to the individual devices therein to perform 
maintenance and monitoring activities.  
 



Some plants can also include various assets, such as turbines, motors, etc. which are 
connected to a maintenance computer via some permanent or temporary communication link 
(such as a bus, a wireless communication system or hand held devices which are connected to 
the equipment to take readings and are then removed). The maintenance computer may store 
and execute known monitoring and diagnostic applications or other any other known 
applications used to diagnose, monitor and optimize the operating state of the assets. 
 
Maintenance personnel usually use the applications to maintain and oversee the performance 
of rotating equipment in the plant, to determine problems with the rotating equipment and to 
determine when and if the rotating equipment must be repaired or replaced. In some cases, 
outside consultants or service organizations may temporary acquire or measure data 
pertaining to the equipment and use this data to perform analyses for the equipment to detect 
problems, poor performance or other issues effecting the equipment. In these cases, the 
computers running the analyses may not be connected to the rest of the system via any 
communication line or may be connected only temporarily  
 
Similarly, with power generation and distribution systems, again, in many cases, outside 
consultants or service organizations may temporary acquire or measure data pertaining to the 
equipment and use this data to perform analyses for the equipment to detect problems, poor 
performance or other issues effecting the equipment. In these cases, the computers running the 
analyses may not be connected to the rest of the system via any communication line or may be 
connected only temporarily. 
 
In the past, the various process control systems, power generating and maintenance systems 
have not been interconnected with each other in a manner that enables them to share data 
generated in or collected by each of these systems in a useful manner. As a result, each of the 
different functions such as the process control functions, power generation functions and 
rotating equipment functions have operated on the assumption that the other equipment within 
the plant which may be affected by or have an effect on that particular function is operating 
perfectly which, of course, is almost never the case. However, because the functions are so 
different and the equipment and personnel used to oversee these functions are different, there 
has been little or no meaningful data sharing between the different functional systems within 
the plant. 
 
To overcome this problem, a data collection and distribution system, hereafter the asset cloud 
is proposed to acquire data from the disparate sources of data, format this data to a common 
data format or structure and then provide this data, as needed to any of a suite of applications 
run at, a computer system or disbursed between workstations throughout the process control 
network. The  applications proposed is able to fuse or integrate the use of data from 
previously disparate and separate systems to provide a better measurement, viewing, control 
and understanding of the entire plant, [4] [3].  
 
 

3.  XML: The protocol for understanding each other 
 
3.1 Common standards for maintenance information exchange 

The complexity of connectivity between applications is enormous since plenty of control 
system, maintenance management; condition monitoring and enterprise applications are 
involved in the management of complex, asset-intensive operations. Unfortunately, standards 
for information exchange have evolved independently for each of these areas. OPC (OLE for 



Process Control) has gained considerable acceptance as a standard for sharing information 
between control systems and associated manufacturing applications. MIMOSA’s  (Machinery 
Information Management Open Systems Alliance) OSA-EAI standard for sharing condition 
monitoring and asset health information with maintenance, operations, and enterprise systems 
is likewise being widely supported, [17]. The Instrumentation, Systems & Automation 
Society ISA-95 standard for integration between enterprise and production management 
systems in continuous, batch and discrete industries is also already being adopted by a broad 
range of suppliers and users in those industries. Each of these efforts addresses an important 
issue and has clearly made significant progress in their own right. 
 
OpenO&M recognizes that the combination of these standards provides an excellent basis for 
addressing many of the challenges in asset management. OpenO&M is being developed 
through a joint working group of professionals with support from MIMOSA, OPC and ISA-
95 standards. The goal of OpenO&M is to enable optimal asset performance through 
collaborative decision making across operating and maintenance organizations. While the 
standards being used for OpenO&M have their origin in process manufacturing, the joint 
working group is also charged with addressing the needs of the broader asset management 
community, including facilities and fleets in both the public and private sectors.  
 
OpenO&M is focused on information integration between four different areas: Asset status 
assessment, through condition monitoring, specialized sensors and analysis tools, have been 
significant over the last decade. We are clearly at the point where Condition- based 
Maintenance (CBM) and Condition-based Operations (CBO) strategies, i.e. the performing of 
maintenance actions based on the information collected through condition monitoring, are 
becoming realizable. CBM and CBO attempts to avoid unnecessary maintenance tasks by 
taking maintenance actions only when there is evidence of abnormal behaviours of a physical 
asset, [11]. But in many organizations this information is still only being used by local 
technicians who maintain the equipment and not accessible for the rest of the personnel. 
 
Integration of asset condition monitoring (CM) information with control systems and 
operations (OPS), enterprise asset management (EAM) and other decision support systems 
(DSS) has now become the imperative. OpenO&M exploits the benefits of MIMOSA’s 
common Asset Registry model to eliminate asset identification issues across multi-vendor 
systems and across different enterprise organization solutions. Integrating this with the 
standard object models of OPC provides a recognized interface with automation & control 
systems and all supporting solutions, including in many cases, EAM.  
 
3.2 XML: The protocol to destroy the communication barriers 

Working within the context defined by ISA-95 further ensures that this same information can 
be used by higher level enterprise applications like ERP or EAM. The emerging standard is 
specifically focused on providing value to end users by creating plug and play capabilities for 
faster implementation and by allowing them to pick and choose the best solutions from 
suppliers that comply. An extensible, open architecture based on XML and Service oriented 
interfaces that leverage best of breed technology and support practical interoperability and 
compliance is implicit in Open O&M.  
 
Nowadays XML is maybe the most popular protocol for this communication exchange of 
maintenance information, [10]. While HTML is focused on document format, XML is 
focused on information content and relationships. A class of software solutions is evolving 
which enables tighter coupling of distributed applications and hides some of the inherent 



complexities of distributed software systems. The general term for these software solutions is 
middleware. Fundamentally, middleware allows application programs to communicate with 
remote application programs as if the two programs were located on the same computer.  

<?xml version="1.0" encoding=""?>

<!--XML Schema for da data-->

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

elementFormDefault="qualified">

<xsd:element name="entryPoint" type="EntryPoint"/>

<xsd:complexType name="EntryPoint">

<xsd:sequence>

<xsd:element name="entryPtType" type="EntryPtTypeEnum" minOccurs="1" 

maxOccurs="1"/>

<xsd:element name="dataPage" type="xsd:anyURI" minOccurs="1" 

maxOccurs="1"/>

<xsd:element name="outPortSet" type="OutPortSet" minOccurs="1" 

maxOccurs="1"/>

</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="EntryPtTypeEnum">

<xsd:simpleContent>

<xsd:restriction base="xsd:string">

<xsd:enumeration value="DA"/>

<xsd:enumeration value="DM"/>

<xsd:enumeration value="CM"/>

<xsd:enumeration value="HA"/>

<xsd:enumeration value="PA"/>

</xsd:restriction>

</xsd:simpleContent>

</xsd:complexType>

</xsd:schema>

 
 

Figure 4. XML schema of transformed and transferred data 
 
XML is accepted as communications over these industrial buses as you can see in [12], [8] 
[19]. The process to transfer information between disparate sources in XML environment is as 
follows: Data from each of the computers involved in asset data exchange must be wrapped in 
an XML wrapper and sent to an XML data server. Because XML is a descriptive language, 
the server can process any type of data. At the server, if necessary, the data is encapsulated 
and mapped to a new XML wrapper, i.e., this data is mapped from one XML schema to one 
or more other XML schemas which are created for each of the receiving applications.  
 
A XML is a model for describing the structure of information. XML schemas can be used to 
test the validity of documents; this is an important aspect, especially when web-based 
applications are receiving and sending information to and from many sources. When mapping 
the process model to an XML Schema, certain rules need to be established because there are 
multiple ways to accomplish the same output data structure, and a certain degree of regularity 
is needed to simplify the data conversion. Once these rules were set into place, creating the 
Schemas is relatively straightforward. Figure 4 shows an example of XML Schema syntax: 
 
All existing data (assets, events, failures, alarms) can be modelled with XML. Among them, 
the most critical and difficult to represent is the layer that represents information regarding 
sensory inputs and outputs, whether it is a single scalar value or an array of complex data 
points. The standards define various data formats that may be implemented for representing 
sensory information. Sensory data, especially relevant in condition monitoring and process 
control, may be as simple as a single value or as complex as storing several synchronous 
sampled waveforms. 



 
With this system, each data originator can wrap its data using a schema understood or 
convenient for that device or application, and each receiving application can receive the data 
in a different schema used for or understood by the receiving application. The XML server 
may be configured to map one schema to another schema depending on the source and 
destination(s) of the data. It may also perform certain data processing functions or other 
functions based on the receipt of data. The mapping and processing function rules are set up 
and stored in the server prior to operation of suite of data integration applications. In this 
manner, data may be sent from anyone application to one or more other applications. 
 
3.3 Example of asset data integration using XML 

The web based technologies have been widely used and proven for eMaintenance purposes 
according to [6] [18] [16]. An architecture for collecting and integrating data from disparate 
data sources based on XML server based on web services is proposed in Figure 5. In this 
model, it will be understood the data collected from disparate sources is converted into a 
common format using XML. In order to enable data from different data sources to be 
collected and used in a single system, a configuration database or other integrated 
configuration system is must be provided to enable different data sources to provide data to 
the system for use as a single data source. Such a configuration database will be used to 
collect and store data from other, disparate sources of data and an explorer type display or 
hierarchy should be provided to allow the manipulation, organization and use the collected 
data to thereby make that data available to different applications.  
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Figure 5. Integration of disparate data sources 



 
The figure illustrates an architectural overview of a system which implements the collection 
of data from disparate data sources with a process control system. Generally, the system  may 
include a maintenance management system, a product inventory control system, a production 
scheduling system, as well as other systems connected by a LAN, the Internet, etc. XML is 
used as transaction server. The server sends XML wrapped data to the web services indicative 
of the data.  
 
The web services must include a series of web service listeners which listen for or which 
subscribe to certain data from other data sources and provides this data to the subscribing 
applications. The web listening services (which may be part of the data collection and 
distribution system) may listen for and redistribute alarms and events data, process condition 
monitoring data and equipment condition monitoring data. Interfaces for this data are used to 
convert the data to a standard format or protocol, such as the Fieldbus or to XML as desired. 
 
The web services will be in contact with and receive data from other external data sources via 
web servers. These external sources may include vibration monitoring data sources, real-time 
optimization data sources, expert system analysis data sources, predictive maintenance data 
sources, loop monitoring data sources or other data sources.  
 
Finally, a configuration database is used to store and organize the data from the process 
control runtime system, including any data from the remote data sources, such as from the 
external web servers. 
 

4.  Cloud computing in asset management: The natural data repository 
 
4.1 Introduction to asset cloud 

Cloud computing is the next stage in evolution of the Internet. The cloud in cloud computing 
provides the means through which everything from computing power to computing 
infrastructure, applications, business processes to personal collaboration can be delivered as a 
service wherever and whenever you need. The cloud itself is a set of hardware, networks, 
storage, services, and interfaces that enable the delivery of computing as a service, [13] [1] 
[15]. Cloud services include the delivery of software, infrastructure, and storage over the 
Internet (either as separate components or a complete platform) based on user demand. Cloud 
computing, in all of its forms, is transforming the computing landscape. It will change the 
way technology is deployed and how we think about the economics of computing. Cloud 
computing is more than a service sitting in some remote data centre. It’s a set of approaches 
that can help organizations quickly, effectively add and subtract resources in almost real time. 
Unlike other approaches, the cloud is as much about the business model as it is about 
technology. Companies clearly understand that technology is at the heart of how they operate 
their businesses. Business executives have long been frustrated with the complexities of 
getting their computing needs met quickly and cost effectively.  
 
For asset management, the cloud seems to be the solution with such amounts of dispersed data 
in different repositories. The end user (maintenance or operators) don’t really have to know 
anything about the underlying technology. The data collection and distribution applications 
may be dispersed throughout the network and collection of data may be accomplished at 
distributed locations. The collected data may then be converted to a common format at the 
distributed locations and sent to one or more central databases for subsequent distribution. 
These distributed databases will constitute the asset cloud. 



 
Thus, generally speaking, some data collection routines should be provided to collect the data 
from disparate sources of data and to provide this data in a common or consistent format to 
the cloud. The applications within the cloud may use the collected data and other information 
generated by the process control systems and, the maintenance systems and the business and 
process modelling systems as well as information generated by data analysis tools executed in 
each of these systems. However, the cloud may use any other desired type of expert system 
including, for example, any type of data mining system, already proven successful in the 
creation of knowledge for maintenance as one can see in [9][20][21]. It may also include 
other applications which integrate data from various functional systems for any other purpose, 
such as for user information purposes, for diagnostic purposes and for taking actions within 
the process plant, such as process control actions, equipment replacement or repair actions, 
altering the type or amount of product produced based on financial factors, process 
performance factors, etc.  
 
4.2 Services provided by the asset cloud 

Thus, the cloud, may, in one sense, operate as a data and information clearinghouse in the 
process plant to coordinate the distribution of data or information from one functional area, 
such as the maintenance area, to other functional areas, such as the process control or the 
business functional areas. As a result, the cloud may use the collected data to generate new 
information or data which can be distributed to one or more of the computer systems 
associated with the different functions within the plant and may execute or oversee the 
execution of other applications that use the collected data to generate new types of data to be 
used within the process control plant. 
 
An application associated with the cloud may also diagnose conditions or problems within the 
process control plant based on data from two or more of process control monitoring 
applications, process performance monitoring applications, and equipment monitoring 
applications. Still further, the applications may take actions within the process plant in 
response to a diagnosed or detected problem or may recommend actions to be taken to a user, 
which may be any of, operator, a maintenance technician or a business person in the "front 
office" of the plant who is responsible for the overall operation. 
 
The cloud should include or execute index generation software that collects or creates indexes 
associated with devices, like process control and instrumentation devices, power generation 
devices, rotating equipment, units, areas, etc, or that are associated with process control 
entities, like loops, etc. within the plant. These indexes can then be provided to the process 
control applications to help optimize process control and can be provided to the business 
software or business applications to provide the business persons more complete or 
understandable information associated with the operation.  
 
The asset cloud must also provide maintenance data (such as device status information) and 
business data (such as data associated with scheduled orders, etc.) to a control expert 
associated with the process control system to help an operator perform control activities such 
as optimizing control. However, these control experts may additionally incorporate and use 
data related to the status of devices or other hardware within the process control plant or of 
performance data generated using process performance models in the decision making 
performed by these control experts. In particular, in the past, the software control experts 
generally only used process variable data and some limited device status data to make 
decisions or recommendations to the process operator. 



With the communication provided by or collected by the cloud, especially that related to 
device status information and the data analysis tools, implemented thereon, the control expert 
can receive and incorporate device status information such as health, performance, utilization 
and variability information into its decision making along with process variable information. 
Additionally, the asset cloud must provide information pertaining to states of devices and the 
operation of the control activities within the plant to the business systems where a work order 
generation application or program can automatically generate work orders and order parts 
based on detected problems within the plant or where supplies can be ordered based on work 
being performed.  
 
Figure 6 illustrates a simplified functional block diagram of data flow and communication 
associated with or used by the asset cloud described herein to enable data from disparate data 
sources to be used by the asset cloud. In particular, the diagram includes the data collection 
and distribution system which receives data from numerous sources of data. For example, a 
process control data source (which may include traditional process control activities and 
applications such as process control and monitoring applications, process control diagnostic 
applications, process control alarming applications, etc.) provides data to the cloud. 
 
An equipment or process health data source (which may include traditional equipment 
monitoring applications, equipment diagnostic applications, equipment alarming applications, 
abnormal situation analysis applications, environmental monitoring applications, etc.) also 
sends data to the cloud. As a result, the source may send data acquired by or generated by any 
type of traditional equipment monitoring and diagnostic applications or sources. 
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Figure 6. Services provided by the asset cloud 

 
A performance monitoring data source (which may include performance monitoring 
applications such optimization applications, process models used to monitor or model process 
operation, process or equipment health, etc.) also provides data to the system. The data source 
may include or provide data acquired by or generated by any type of performance monitoring 
equipment or applications.  
 



Still further, a financial or production planning data source  (which may include applications 
that perform financial or cost type analysis functions within the process control system, such 
as deciding how to run the plant to maximize profits, to avoid environmental fines, deciding 
what or how much of a product to make, etc.) may be connected to the cloud.  Also, field 
devices, such as smart field devices, may provide still further data to the data collection and 
distribution system. Of course, the data provided by the field devices may be any data 
measured by or generated by these field devices, including alarms, alerts, measurement data, 
calibration data, etc.  
4.3 The asset cloud as Decision Support System 
The data collection and distribution system, cloud,  will collect the data from the different 
data sources in a common format or will convert that data, once received, to a common format 
for storage and use later by other elements, devices or applications in the process control 
system. Once received and converted, the data is stored in a database in some accessible 
manner and is made available to applications or users within the asset cloud. Applications 
related to process control, alarming, device maintenance, fault diagnostics, predictive 
maintenance, financial planning, optimization, etc. may use, combine and integrate the data 
from one or more of the different data sources to operate better than these applications have 
been able to operate in the past without data from vastly different or previously inaccessible 
data sources.  
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Figure 7. Data flow diagram of info sources in process control 

 
A more detailed data flow diagram illustrating data flow within the process control plant is 
provided in Figure 7. Beginning at the left side of the diagram, data associated with the 
process plant is collected by or at different functional areas or data sources within the plant: 

 Control data is collected by typical process control devices such as field devices, 
input/output devices, handheld or remote transmitters, or any other devices which may 
be connected to process controllers. 



 Equipment monitoring data associated with traditional equipment monitoring activities 
is collected by sensors, devices, transmitters, or any other devices within the plant. 

 Process performance data may be collected by the same or other devices. 

 Financial data may be collected by other applications run in computers in the process 
control plant as part of the performance monitoring data 

 Collected data may be from applications or sources outside of the traditional process 
control network, such as applications owned and operated by service organizations or 
vendors.  

This data may be collected in any manner including automatically or manually since many 
diverse sources con compose monitoring of equipments. Thus, data collectors may include 
hand held collection devices, laboratory chemical and physical measurements, fixed or 
temporary on-line devices, devices which periodically (e.g., RF) telemeter data from remote 
process and equipment measurement devices, on-line device inputs or remote multiplexers 
and/or concentrators or any other data collection devices. 
 
The process control data, equipment monitoring data and process performance data may be 
reconciled, verified, validated and/or formatted by data collection and reconciliation 
applications (which may be part of the cloud) run within the data collection device or within 
any other device such as at a central data historian, process controllers, equipment monitoring 
applications, etc. or any other device which receives or processes this data.  
 
After being reconciled in any known or desired manner or, in some cases, not being 
reconciled at all, the collected data may be provided to one or more applications typically 
associated with the different functional areas of the process control system. Still further, one 
or more diagnostic applications may use the collected process control data to perform process 
control diagnostics.  
 
The equipment monitoring functional block will receive the equipment condition data 
reconciled version of such data if reconciliation is performed on that data. The equipment 
monitoring functional block may include equipment or condition monitoring applications 
which may accept or generate alarms indicating problems with various pieces of equipment 
detect poorly performing or faulty equipment within the plant or detect other equipment 
problems or conditions which may be of interest to a maintenance person. Equipment 
monitoring applications are well known and typically include utilities adapted to the different 
specific types of equipment within a plant. Likewise, equipment diagnostic applications may 
be implemented to detect and diagnose equipment problems based on raw data measured 
pertaining to the equipment.  
 
Of course, there are many different types of known equipment condition monitoring and 
diagnostic applications which can produce many kinds of different types of data associated 
with the state or operating condition of different pieces of equipment within a process control 
plant. Still further, a historian may store raw data detected by equipment monitoring devices, 
may store data generated by the equipment condition monitoring and diagnostic applications 
and may provide data to those applications as needed. Likewise, equipment models may be 
provided and used by the equipment condition monitoring and diagnostic applications and in 
any desired manner.  
 

5.  Conclusions 
 



In the past, the different functional areas, e.g., the process monitoring, the equipment 
monitoring and the performance monitoring, were performed independently and each tried to 
"optimize" their associated functional area without regard to the effect that given actions 
might have on the other functional areas. As a result, a low priority equipment problem may 
have been causing a large problem in achieving a desired or critical process control 
performance, but was not being corrected because it was not considered very important in the 
context of equipment maintenance. With the asset cloud providing data to the end users, 
however, persons can have access to a view of the plant based on two or more of equipment 
monitoring data, process performance data, and process control monitoring data. Similarly, 
diagnostics performed for the plant may take into account data associated with process 
operation and the equipment operation and provide a better overall diagnostic analysis.  
 
Generally speaking, the collected data, i.e., the process control data, the process monitoring 
data, and the equipment monitoring data can be provided to different people, collected and 
used in different formats and is used by completely different applications for different 
purposes. Thus, some of this data may be measured or developed by service organizations that 
use applications that are proprietary and not compatible with rest of the process control 
system. Likewise, data collected by or generated by financial applications typically used in a 
process control environment may not be in a format or protocol recognizable or useable by 
process control or alarming applications. As a result, a maintenance person and the equipment 
monitoring and diagnostic applications that such a person uses do not typically have access to 
(and have not be constructed to use) data collected by or generated by any of the process 
control applications, process models or financial applications. Likewise, the process control 
operator and the process control monitoring and diagnostic applications used by that person 
do not generally have access to (and have not be constructed to use) data collected by or 
generated by the equipment monitoring applications and performance modelling or financial 
applications.  
 
To overcome the limitation of limited or no access to data from various external sources, the 
asset cloud comes up as a feasible solution that provides to collect data, convert that data if 
necessary into a common format or protocol that can be accessed and used by applications. 
The integration of the different types of functional data may provide or enable improved 
personnel safety, higher process and equipment uptime, avoidance of catastrophic process 
and/or equipment failures, greater operating availability (uptime) and plant productivity, 
higher product throughput stemming from higher availability and the ability to safely and 
securely run faster and closer to design and manufacturing warrantee limits, higher throughput 
stemming from the ability to operate the process at the environmental limits, and improved 
quality due to the elimination or minimization of equipment related process and product 
variations.  
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