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Abstract 

As a matter of fact, avoiding unexpected events with an undesired outcome is an element of survival strategies.  

Such events are encountered unexpectedly mainly because they occur rarely.  Both, safety and security measures 

are the main pillars to prevent them by appropriate inspections.  Common tools in both areas e.g. are radiological 

technologies enabling an insight into objects to detect suspicious features without even touching them.  Since 

any of these measures is linked to efforts, costs or even obstructions of ongoing processes, it needs a rationale to 

invest into an appropriate activity.  A putative objection to take action in this direction always could be the 

question “when and how often it could happen”.  This gave rise to find approaches how to define “rare events” 

and how to deal with them.  Since they entail both, the frequency of occurrence and the unpleasantness of the 

possible outcome make them to have something in common with the definition of risk:  a combination of the 

probability of occurrence of harm and the severity of that harm.  Tackling putative consequences is one side of 

the coin whereas understanding the rareness of an event is the other, an aspect that worries but not always fully 

understood.   

As a first step in approaching the subject “rare events”, the putative occurrence rate is considered in terms of 

probability distribution functions or their cumulative ones, resp.  The problems of estimating an incidence of 

such an event will be tackled subsequently with the problem of assessing the reliability of diagnostic measures.  

Any numeric approach of dealing with rare events inevitably remains an ill defined or “ill-posed” problem that 

needs additional information for a reasonably satisfying solution.  Ways to ease this situation can be found in 

utilizing additional information, also commonly called prior knowledge, that might be introduced via the 

Bayesian inference or by regularization algorithms.  Simplified models will demonstrate how to apply such tools.  

As a consequence, there are ways helping to avoid unexpected bad “surprises” by taking adequate measures in 

due time upon the correct perception of certain indications.   
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1.  Introduction 
 

Provided that there is no warning in effect, most of us start the day in good confidence that 

nothing adverse may happen.  If nevertheless something adverse happens, it comes 

unexpectedly.  One of the most prominent questions in such a case could be, how good have 

we been prepared for this, or could have it been even avoided.  In essence this could also 

mean if there would have been warning signs that have been left without notice or if there 

could have been certain factors that deserved a closer monitoring.  As a matter of fact, this is a 

subject of both, safety and security, and may be essential for survival in some circumstances.  

But it is also evident that we cannot spend a good deal of our activities on something that is 

rather unlikely to occur.  As an example, radiology is one of the preventive measures to avoid 

unexpected incidences both, in the technical safety and the public security field.  The first one 

is encountered in all the radiological inspection of critical technical parts and the second one 

practically on every airport when proceeding through the checks to the departure gate.  In any 

case, the X-ray inspection is a tool to obtain an insight into an object without opening it; and 

the purpose of this task is to detect irregularities that might indicate an upcoming fatal event, 

i.e. either a crack affecting the overall stability of an object or a detonable item placed with a 

malign intend.   

 

It is rather obvious that any safety or security measure consumes time and efforts; they even 

cause discomfort and obstruction of processes.  As long as nothing happens, one may be 
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tempted to ask if all these measures are really necessary.  As a consequence, there is a 

rationale to balance the likelihood of a rare event with preventive measures taken to counter 

it.  This is nothing else than a risk assessment wherein risk is understood as a combination of 

the probability of occurrence of a harmful event and the severity of its outcome.  Such a 

definition can be found in the common standards [1].  So the putative consequences are on 

one side of the coin while the rareness of a harmful event may represent the other side.  For 

all those committed to safety or security measures, this is the rationale to approach an 

understanding how to tackle the subject “rare events”.  This will be treated here in three steps, 

first to characterise the rarity of occurrence, then to ask for signatures that could indicate a 

course toward an adverse event and last not least to draft approaches how to compensate 

insufficient knowledge encountered in preventive inspections with additional and/or 

complementary knowledge.   

 

2.  Understanding rare events  
 

The term ‘rare’ could mean both, an occurrence once in a while or for the first time, in any 

case unexpectedly, no matter if they have occurred before or not.  In this context, it appears 

not really helpful to talk about “known knowns” and “known unknowns” like it has been done 

already by politicians.  The first expression is a pleonasm and the last one is a contradiction in 

terms.  Generally, rare events are perceived as such when they entail dramatic consequences.  

They may alter the course of processes, cause damages or may even be of historic relevance.  

In that respect, rare events have a relation to the term ‘risk’ as mentioned before.  Since 

dramatic effects could be fatal, there is a rationale to consider and to prepare for rare events 

though it may entail certain efforts.  The scope and the reasonability of such efforts may be a 

subject to risk assessments.  As a consequence, a prerequisite of understanding rare events is 

to estimate a putative occurrence rate as a first step, keeping well in mind that this implies 

some knowledge about the putative event as such.  Since rarely occurring events inevitably 

are paralleled with low experience, or even none if something may happen for the first time, it 

is necessary to identify signatures indicating an imminent incidence.  There will be some 

basic thoughts and suggestions about the nature of such signatures for paving the way to 

understand rare events.  However, it should be clear from the very beginning that an 

extrapolation of commonplace experiences are not suitable to understand or approach rare 

events, as already pointed out by Taleb [2] and illustrated in Figure 1.  The day-to-day 

experience of a turkey normally is that a hand opens the gate to feed him – until after a few 

years some days before Thanksgiving (people in the United States must be well aware of this 

fact).   

 

 
Figure 1. Taleb’s turkey, extrapolation from day-to-day experiences until some day … 



 

 

3.  Approaching rare events  
 

Dealing with rare events that might have drastic consequences means to take precautionary 

actions consisting largely in different kinds of observations, let be it technical inspections or 

security controls.  They inevitably involve efforts that have to be justified in a society that has 

to follow economic reasonability.  In this context, the question has to be answered how often 

is it likely that something adverse may happen rather unexpectedly.  Therefore, a putative 

occurrence rate has to be estimated by probability statistics as follows first.  However, this 

only can applied if there is some knowledge available from the past like in the case of natural 

disasters such as floods or storms.  It is quite obvious that this approach cannot cover events 

that may occur for the first time.  Then, in a second step, certain signatures have to be 

identified that could identify a possible cause for a putative disastrous event albeit happening 

for the first time.  This inevitably requires integration of knowledge from elsewhere that may 

be linked to a course of a rare event.  Two ways will be shown as an example how to utilise 

such additional information, one for helping to detect certain features that are blurred with 

patterns from the ambient objects and the other how to improve likelihood estimations with 

related given probabilities.   

 

3.1 Occurrence of rare events 
 

Estimating the occurrence of a rare event basically means a probability assessment, usually 

visualised in probability density functions (PDF) and the related cumulative distribution 

functions, mathematically nothing else than the integral curves of the respective PDFs.  A 

problem is that a PDF expresses expectations rather than observations [2], it may be based on 

assumptions and/or expectations.   

 

 
Figure 2.  Gaussian bell shaped curve, not suitable for rare events 

 

The most common PDF is the Gaussian bell shaped distribution curve as shown in Figure 2.  

However, it pertains to repetitive events, just opposite to rare ones.  The latter are allocated in 

both outside areas marked by the red arrows.  The purpose of this PDF in fact is different, i.e. 

to describe the occurrence of a repeated measurement around a mean value of µ with a 

standard deviation of σ, wherein the range of ± 2σ covering ≈95% of all occurring values is 

regarded as ‘significant’.  Values allocated outside of this range therefore are considered as 

‘insignificant’ rather frequently with the tongue-in-cheek of being ‘irrelevant’.  However, this 



area of outliers could bear another kind of significance as discussed by Taleb with the term 

“fat tail” [3].  As a consequence, this kind of PDF has not been made for rare events.   

 

 
Figure 3. The Poisson distribution curve, occurrence rates in an interval k 

 

Another popular PDF is the Poisson curve describing the frequency of an event in a given 

interval [4].  This distribution describes the probability of encountered events k whenever a 

mean value λ is known and is being used for counting rare events within a period or interval 

as long as they are independent from each other.  A period or an interval could be in time, 

length, area or space.  A typical example could be the number of raisins in a slice of a cake.  If 

you make a slice small enough, you may expect one or none, maybe two, or less probably 

three.  Thicker slices may have significantly more raisins.  The shape of this PDF depends on 

the mean value λ which can be also regarded as an expected value as shown in Figure 3.  

With increasing λ the PDF adopts the shape of the Gaussian bell curve so it only pertains to 

rare events in a very small number, i.e. close to 1; and this only if they are purely stochastic.  

This means, if a single event might be expected, it may occur or not, or it may occur twice 

with a lower probability, or three times with an even less one.  At the end, one may ask if this 

would be helpful to understand rare events.  However, there are more PDFs for such an 

approach as follows.   

 

From the ample number of PDFs that can be found in the literature, three have been selected 

since they have been applied in the context of certain rare events, the Gumbel, Fréchet, and 

the Weibull distributions.  The first one, the Gumbel distribution [5], a double exponential 

curve as shown in Figure 4, has been used for predicting the chance of natural disasters such 

as floods or earthquakes.  It has a maximum and a width parameter, runs from minus infinite 

to plus infinite and was take to fit numbers of observations.  So this PDF may be suitable for 

rare but (more or less) expected events.   

 
Figure 4. The Gumbel distribution with a maximum µ and a width parameter β. 



 

Another PDF for such a purpose is the Fréchet distribution [6] as shown in Figure 5.  In 

difference to the previous one, this function exists only above a given minimum and has a 

shape parameter so it may fit to such cases when these properties can be taken as given.   

 

 
Figure 5. The Fréchet distribution starting at a minimum and a shape parameter α. 

(The scaling parameter is omitted in the formula for the sake of clarity.) 

 

The third PDF, also a double exponential function as the two ones before, is the Weibull 

distribution [7] with a set-off at zero and a shape parameter as shown in Figure 6.  The curve 

starts at zero and has also an asymptotic shape governed by a shape parameter.  One of its 

application is the estimation of the lifetime of products, it could also serve to estimate the 

occurrence of the first signs of material fatigue detectable e.g. as cracks.   

 

 
Figure 6. The Weibull distribution, a tool e.g. to estimate the lifetime of equipment.  

(The scaling parameter for x is omitted in the formula for the sake of clarity.) 

 

 

3.2 Indications and inspections 
 

The fact that rare events could decisively have an impact on our lives and integrity it is of 

utter importance to find ways to control them, i.e. to avoid them, if possible and adequate, or 

to mitigate putative adverse consequences.  Whenever we go out, we may consider taking an 

umbrella with us.  If we are not sure, we consult the weather forecast.  Likewise we look for 

certain damages inside a technical object in NDT to ensure a safe operation, or for threat 

items in the baggage of passengers e.g. in aviation security.  So we do not wait until a critical 

part breaks nor an aircraft is attacked.  So our safety and security depends on identifying 



certain signatures that represent a threat and to detect them before anything adverse may 

happen.  This is why efforts are spent on technical inspections and on passenger controls at 

the check-ins of our airports.  With other words, we shift our focus from the putative event 

itself to the indications regarded as typical for its course.  However, these indications by 

themselves represent also rare events, though without immediate drastic consequences.  As a 

consequence, instead of waiting that something unexpectedly may happen certain items can 

be identified with known and perceivable characteristics.     

 

3.3 Compensating insufficient knowledge 
 

It can be regarded as an intrinsic property of rare events that information about them is 

lacking, in particular before they occur.  However, as pointed out before, the identification of 

indications in principle can be taken as a source of additional information.  The next question 

would be how to perceive and to interpret these indications correctly within an environment 

that could appear rather confusing due to its own complexity and to implement this 

knowledge quantitatively into probability assessments.  The first step is to realize a given 

pattern typical for the indication searched for.  The second one will be how additional 

information could be used to improve the assessment of a probability that a rare event might 

be looming.   

 

3.3.1 Principles of regularization  

 

A rather commonly encountered problem in inspection is not only a lacking knowledge but 

also difficult to perceive features due to blurring by other ones contributed from the 

surroundings.  Particularly in luggage and cargo inspection the content might be so complex 

that details are so heavily covered by other patterns not related to the item searched for.  

When regarding a digital image as a large numerical matrix, there are ways to implement 

additional information to emphasize the presence of the features of interest.  One way is the 

regularization in order to convert an ill-posed problem into a well-posed soluble one [8].  The 

principle is explained in Figure 7 with an idealised model that is purposely kept as simple as 

possible.   

 
 

Figure 7. The advantage of regularization over filtering 

The concentric rings of panel (a) are blurred with noise (b). The noise appears irremovably by filtering (c). 

Regularization with the ring function (d) provides the solution nicely fitting into the originally blurred image. 

 

Assumed that the feature searched for consists of one ore more circles centred in the middle 

of the image but with a various diameters as shown in Figure 7a.  This feature is blurred by 

covering with 1/f-noise which cannot be eliminated by simply filtering, in difference to white 

noise (see Figure 7b and c).  Applying a filter inappropriately to the existing problem, as in 

this case with an automatically adapting band pass filter, could even worse the situation as 

shown in Figure 7c.  The information applicable for regularization merely consists of “it is a 

circle”, i.e., all pixels of an image with the same distance from the centre have the same grey 



value.  Applying this as a function to the image shown in Figure 7b is an approach to recover 

the blurred circles as shown in Figure 7d.  An overlay of the last image with the blurred one 

demonstrates the precision of the reconstructed rings matching exactly the originally blurred 

features as shown in the last panel of Figure 7.  Though this is a rather simplified example, it 

should show how the information about a certain property can be applied to detecting and 

identifying features otherwise merely perceivable.  This could be particularly supportive to 

search for indications for a putative adverse rare event.    

 

3.3.2 Bayesian inference 

 

In principle, the Bayesian inference [9] starts with a certain probability of the occurrence of 

e.g. a signature that may indicate the putative course an adverse event, commonly recognised 

as the a priori knowledge.  Subsequently, additional information may be obtained from 

elsewhere in the form of conditional probabilities usually termed as “likelihood”.  The 

Bayesian inference now is the tool to combine the a priori knowledge with the likelihood to 

form a new entity coined as a posteriori.  This procedure will be explained by means of a 

simple example as shown in Figure 8.   

 

 
Figure 8.  Bayesian inference explained with a simple example. 

In a large number of pipe connections may exist some few cracks. 

In case of a blast, the question could be if a crack necessarily could be the cause. 

 

Supposed cracks occur rather rarely in pipe welds i.e. 20 in 100 000, but they represent a 

signature for a possible blast.  So the a priori information is that 0.02% of the welds bear a 

crack while 99.98% do not.  So the probability of a crack P(C) is 0.0002 and that of the 

absence of such a flaw P(¬C) is 0.9998.  The interesting question now is could the existence 

of a crack be the cause for a blast.  In order to answer this question it is a prerequisite to know 

that the probability that a crack leads to such an incidence is supposed to be rather high, i.e. 

95% and that one without such a flaw very low, i.e. 1% only.  Expressed in terms of 

conditional probabilities this would a P(B|C) of 0.95 given a crack and a P(B|¬C) of 0.01 

without one.  This represents the additional information as likelihood.  In a first view, it might 

sound rather plausible that the majority of blasts might be caused by a crack.  However, when 



calculating this figure as the a posteriori probability applying the Bayesian law, the situation 

looks different.  The Bayesian equation says that the a posteriori probability is the likelihood 

of an event given a cause times the probability of the occurrence of a crack divided by that 

one of all blasts as shown in formula 1.   

 

   P(C|B) = P(B|C) ⋅  P(C) / P(B)   ……………………………. (1)  

 

This, however, requests the probability of all blasts that has to be determined.  It can simply 

calculated from the further information that the probability of such a harm without indication 

P(B|¬C) as given above.  The all over all probability of any blast consists of nothing else than 

the sum of those with a preceding crack and of those without as shown in formula 2.   

 

   P(B) = P(B|C) ⋅ P(C) + P(B|¬C) ⋅ P(¬C)  …………………… (2)  

 

Applying these formulas with the values given in Figure 8 the probability of a blasts amounts 

to P(B) = 0.95 ⋅ 0.0002 + 0.01 ⋅ 0.9998, or a value of  0.010188.  Using this result for the 

Bayesian formula, the a posteriori probability will result in P(C|B) = 0.95 x 0.0002 / 

0.010188, or a value of 0.01865, a remarkably high number as compared to the incidences of 

cracks.  This calculation cans easily being cross-checked with the assumed amounts of pipe 

connections.  The smart advantage of using the Bayesian inference is that it does not need 

such an assumption.  However, this result is surprising in so far because it is in contradiction 

to the previous feeling that the majority of blasts could have been caused by a crack.  But this 

result shown here demonstrates that the vast majority of flawless connections contribute 

markedly to the total of incidences though the probability in that group was on the low end of 

the scale.  In other words, a large group without indication and with very low incidences can 

override a small selection prone to end up in such an event.  As a consequence, it might be 

worthwhile to search not just for a single reason of an incidence but also to consider those that 

might be expected rarely.   

 

4.  Conclusion  
 

In case of already occurred events such as certain natural disasters, PDFs have been 

introduced to estimate their frequencies, or in other words, how often one has to reckon 

experiencing them.  Since some kind of rare events may be encountered for the first time, it 

has been turned out that certain signatures should be identified indicating a putative course 

towards such an event.  This implies to include further available knowledge that seems to be 

related with a putative rare event.  Two ways are shown here how to do this quantitatively. 

Characteristic details can be extracted from blurred images if a decisive property of the 

feature searched for is known.  The Bayesian inference helps to improve probability 

assessments for putatively occurring rare incidences.  It may even inspire to consider further 

aspects in a next step.   

 

Finally, rare events are individual cases; and usually scarce experiences exist, even more, 

rather few individuals have it.  As a consequence, additional knowledge anyhow related to a 

putative rare event, but possibly obtained from completely elsewhere, should be taken into 

account.  This generally applies to technical safety as well as to public security.  Some 

approaches how to achieve this are shown here.  It should be mentioned that one of them does 

not exclude another one.  It depends on the specific case and the given circumstances how to 

apply them.   
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